Minutes of the June 14, 2012 Meeting
of the Board of Governors Audit Committee

The Audit Committee met in the Executive Conference Room at the UNC General
Administration-Spangler Center in Chapel Hill, North Carolina on Thursday, June 14, 2012 at
9:30 a.m.

Members in attendance were Mr. W. Louis Bissette, Jr., Mr. John M. Blackburn, Mr. Walter C.
Davenport, Dr. Fred N. Eshelman, Mr. Thomas J. Harrelson, Dr. Franklin E. McCain, Mr. Hari
H. Nath, Mr. Richard F. Taylor, and Mr. Phillip D. Walker. Also in attendance was board
member Cameron Carswell. Others in attendance were Chancellor Kenneth Peacock and Chief
of Staff John Earwood (ASU), Chancellor James Anderson (FSU) and Vice Chancellor for
Administration and Finance Robert Edwards (WCU) as well as UNC General Administration
staff.

Chairman Davenport called the meeting to order and welcomed everyone.

On a motion from Mr. Blackburn, seconded by Dr. McCain, the minutes of the April 12, 2012
meeting were approved.

Representatives of the Office of the North Carolina State Auditor, Ted Price and Katie Thigpen
reviewed the UNC General Administration’s 2011financial audit, which was the only audit
report released since the last meeting. The report had no findings.

Ms. Gwen Canady, Project Manager of the UNC FIT Project, gave an update on UNC Shared
Services Payroll, UNC Human Resources (HR) Data Mart, Business Process Improvements and
Financial Monitoring, and UNC E-Procurement Initiative. (See Attachment)

Assistant Vice President Jeff Henderson presented the UNC-GA’s 2012-13 Internal Audit Plan.
(See Attachment) He explained that Internal Auditor Jan-Rae Castillo determined the plan
represented the high risk areas after a risk assessment was performed. Input had been received
from members of UNC-GA’s senior management.

On the motion from Dr. McCain, seconded by Mr. Walker, the UNC General Administration’s
2012-13 Internal Audit Plan was approved.

Next, Mr. Henderson reviewed the status of the 112 Associated Entities within the University
System. Most entities were in compliance, and UNC-GA’s staff had been working with the
remaining entities to meet standards.

The Committee continued the discussion of the Audit Committee Charter. A recent law change
required re-wording of the Charter. There were questions throughout the discussion. It was
decided to continue discussion at the August meeting; the updated Charter would be presented to
the full board for its approval.
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Chair Davenport presented a letter from UNC Charlotte regarding an Information Technology
Systems (ITS) Security incident.(See Attachment) The university discovered that a significant
amount of sensitive data had been exposed to the Internet. The institution had taken all the
necessary steps and appropriate actions to respond to the incident. To date, it appeared no one
had been harmed.

There being no further business, the meeting was adjourned.

Mr. Walter C. Davenport Mr. Hari H. Nath
Chair of the Audit Committee Secretary of the Audit Committee
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Attachment

UNC Finance Improvement and Transformation (FIT) Update

UNC Shared Services Payroll

The nine campuses within the UNC Shared Services Payroll continue to produce accurate,
quality payrolls. UNC FIT is currently engaged with the campuses in the annual review of the
SSC/Campus Service Level Agreements, and campus costs for FY 2013 have been calculated.
Campuses recently completed the initial Operational Readiness Checklist for implementation of
an enhanced web time entry solution which will be incrementally rolled out during FY 2013. A
monthly call of campus timekeepers has been established in preparation for this implementation
to share best practices, identify areas of inconsistency and note additional areas where guidance
and standardization may be needed. A position budget management solution is being piloted with
UNCA and will also be rolled out to other campuses during FY 2013. UNC FIT continues the
standard model monitoring on each of the campuses.

UNC Human Resources Data Mart

The official cut-off date for duplicate data entry into the State’s Personnel Management
Information System was established at December 31, 2011. Campuses have until June 20, 2012
to certify their SPA data as of that date. Beginning January 1, 2012, the campus HR systems are
the official system of record, and the UNC HR Data Mart is the collective source of information.
UNC FIT, HR and IT continue the enhancement of the HR Data Mart with development of a
cross-campus view and public information view. Identification of additional data elements that
should be incorporated in the HR Data Mart, as well as identification of various reports that can
be more efficiently pulled from the HR Data Mart, continues. In conjunction with the
Institutional Research Division at UNC GA, a comparison of Data Mart and the Personnel Data
File (PDF) reporting is also underway with the goal of replacing PDF reporting with reporting
from the UNC HR Data Mart in the future.

Business Process Improvements and Financial Monitoring

UNC FIT monitoring visits were conducted on each campus during the months of February and
March. New process reviews (Capital Assets and Student Accounts) were led by the UNC FIT
system process owner and existing process reviews (Financial Aid, General Accounting and
Contracts & Grants) were led by a combined GA Finance team with some participation from the
UNC FIT system process owner. Overall our campus visits were very successful. Campuses
were well prepared and the UNC FIT team was able to see documentation where campuses were
meeting the standards as well as provide clarification for certain standards and assistance on
those not being met. Following the visits (and after sharing a draft report with the campus project
managers) chancellors received a summary report of the visit with observations and
recommendations outlined. The FIT team will continue to work with the campuses on
noncompliant areas.
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The UNC FIT Financial Dashboard for the period ending December 31, 2011 was published in
March and KPIs for Payroll are under development with an expected release in June for trial
reporting. The FIT team has also worked on the development of a composite UNC FIT
Scorecard in preparation for inclusion as a core component in the UNC Performance Funding
Model.

UNC E-Procurement Initiative

UNC’s E-Procurement Initiative was launched in FY 2012 to expand UNC’s electronic
commerce capacity and maximize our SciQuest system’s return on investment. We successfully
recruited a UNC-GA Purchasing Officer / UNC System Procurement Officer in March to lead
UNC’s E-Procurement initiative, enable strategic sourcing strategies, and maximize the use of
our E-Procurement application. After conducting a spend analysis survey in January, UNC FIT
recommended and the advisory committee approved the adoption of four additional vendor
catalogs in the office supply, maintenance repair and operation (MRO), and audio visual
technology industries. These catalogs steer spend to our highest volume vendors in order to
maximize University savings. In July of 2012, UNC FIT will begin to collaborate with the NC
Department of Administration to develop new strategic sourced state term contracts in the office
supply, scientific and laboratory supply, and audio visual technology spend categories. Using
SciQuest’s electronic workflow functionality, UNC FIT plans to implement electronic
workflows for both direct payment and travel authorization actions. Additionally the project
team plans to develop a return on investment annual report for E-Procurement savings, KPIs, and
performance measures with a targeted implementation date of September 30, 2012.
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University of North Carolina General Administration
Audit Plan
Year Ending June 30, 2013

Budget

Attachment

Number || Included in Significant
of the Audit Audit Auditor
Specific Audits Audits Plan Status || Findings * Comments

Financial Audits/Reviews
Include audits/reviews having a direct relation to financial information at the
institution.

Capital Assets Review

Information System Controls
Include audits/reviews of information systems, including general controls,
application controls, and disaster recovery.

None

Audits/Reviews of Internal Controls
Include audits/reviews of internal control systems and processes, including the
EAGLE and UNC FIT assessments and testing.

Self Assessment of Internal Control
UNC TV Purchasing/P-Card

Performance/Operational Audits and/or Reviews
Include audits/reviews of departmental operations and activities.

Shared Services Center

Compliance Audits
Include audits/reviews of compliance with federal and state requirements. Also
include audits/reviews of compliance with university policies and procedures.

Carry-forward, Management Budget Flexibility

Audit Findings Follow-up
Follow-up activity related to audit findings resulting from external audits and
those from internal audit activity.

Financial Record System Access / Controls Follow-up
Review of Expenses - President, Chief of Staff, Vice Presidents Follow-up

Special Investigations (i.e. Misuse or Misappropriation of Assets)
Include investigations of internal and external hotline reports as well as any
similar types of investigations, regardless of the source.

Various As Occurs

Special Assignments
Include special activities assigned to the internal auditor, including committee
assignments and other activities not involving audit/review activities.

None
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Attachment
University of North Carolina General Administration

Audit Plan
Year Ending June 30, 2013

Budget

Number || Included in Significant
of the Audit Audit Auditor
Specific Audits Audits Plan Status || Findings * Comments

Other
Include other internal audit activities not included elsewhere. The entries here
should be very limited.

Risk Assessment 2012-2013

* Findings, recommendations, and corrective actions attached

Status
Complete - Fieldwork complete and report issued
In Process - Fieldwork in process and/or report not released.
On-Going - activities of an on-going nature, i.e. committees
Pending - Fieldwork stopped and /or report held up due to specific delay.
Deferred - Audit/Review moved to a future year.
Cancelled - Audit/Review will not be performed in the current or future year.
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Attachment
University of North Carolina General Administration

Audit Plan
Year Ending June 30, 2013

Budget

Total Available Hours 2,080

Audit Hours - GA

Capital Assets Review 40
Self Assessment of Internal Control 80
UNC TV Purchasing/P-Card 280
Shared Services Center 240
Carry-forward, Management Budget Flexibility 120
Financial Record System Access / Controls Follow-up 72
Review of Expenses - President, Chief of Staff, Vice Pre 40
Investigations (as they occur) 40
Risk Assessment 2012-2013 80

992

Audit Hours - NCSSM

Information Systems Access 200
Self Assessment of Internal Control 80
Investigations (as they occur) 120
Risk Assessment 2012-2013 200
Capital Asset Audit Follow-up 40
State Auditor Findings - Follow-up (if applicable) 40

680

Administration Hours

Holidays 88
Leave 120
Training 40
Other 160
408

Total 2,080
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Attachment

UNC CI

Memorandum

To: Jeffrey A. Henderson

From: Krista L. Newkirk, Interim Chief of Staff
Date: June 11, 2012

Re: ITS Security Incident

On January 31%, 2012, the university discovered that a disk storage system containing sensitive
university information had been exposed to the internet for approximately 13 weeks. This exposure
was the result of human error during the university’s transition to a new system for Stbring university
files and was corrected immediately. During the investigation resulting from that exposure, the
university discovered that a second disk storage system belonging to the Lee College of Engineering had
been similarly exposed, but for a longer duration.

The university's information technology division coordinated with the office of legal affairs, risk
management, internal audit, as well as a number of other university divisions to respond to this incident.
The first priority was to analyze and address the vulnerabilities that were uncovered and close all
external access to non-public information and data. The second priority was to determine the extent of
exposure and whether there was any unauthorized access to the data. Once the university was
confident that the exposure was fully contained, the university notified faculty/staff and students of the
exposure on the 15" of February.

The university contracted with several reputable information technology companies to help the
university determine the extent and nature of the exposure and to perform a complete vulnerability
assessment. The university also engaged outside legaf counsel who specializes in these issues. Although
neither the university nor its information technology contractors could determine if any data was
accessed by an unauthorized individual, upon the advice of counsel, the university made a formal public
notification as required under North Carolina law on May 9th. At that time, the university notified
approximately 65,000 staff, faculty and alumni via email, contacted the Attorneys General of North
Carolina and 44 other states and notified local media.




Attachment

Beginning with the initial announcement on February 15, the University has provided a hotline for
individuals who may have been affected by the exposure. With this hotline, the university also has
offered credit investigation and credit restoration services. Between the announcement date of May 9,
2012, and June 1, 2012, there were 76 calis to the hotline only one of which was referred for further
investigation. In that period, there have been 100 emails to the securityincident.uncc.edu email
address, none of which have been referred for further investigation.

Finally, the university is using this experience as an opportunity to reassess its information technology
portfolio, the organizational structure of information technology duties, and its security structure
campus-wide. To that end the university has issued an RFP to assess its current status and to make
additional suggestions regarding the functions of IT across the whole university.





